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https://github.com/FFmpeg/FFmpeg/commit/39e1969303a0b9ec5fb5f5eb643bf7a5b69c0a89
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FreeBSD: Stack Overflow via Oversized RPC Credential Length

Severity: Critical (9.3)

Vulnerability class: Stack buffer overflow

Location: lib/librpcsec_gss/svc_rpcsec_gss.c:771:775in function svc_rpc_
gss_validate

CVE: CVE-2026-4747

Mythos showcase match: Yes

Disclosure status: Patched (commit)

Advisory: FreeBSD-SA-26:08.rpcsec_gss

Xint Code= RPCSEC_GSS #Z Z20{|A A HIH QHEZE AEHSLICE Bt sve_rpc_gss_
validateE RPC 8|S 128 HIO|E 37|29 0% A& HIHO|| XL ASH=H|, O] 2HEOlAM ZA ZAL
(bounds check) 210 memcpyZ E8ll Xt& S (credential) 22 MH|E ZAFSLICE 8742 XDR fIE
(32HI0|E)E M1 LIH HIHO| £ Z7+2 96HIO|ERILICE

2L}, xdr_callmsg LHOIM £ E|= credential2l XDR C|ZE2 oa_lengthS MAX_AUTH_
BYTES (E& 400bytes)7HX| $1E3I2 2, Tt HIH 37|E X15H= OI0|E7F A= E 4= UELICH

TSt credentialO] 1=&HEl rpe_gss_credZ IHAE M A E&(raw blob) HA|7 AH|E|R}=XIE
ABSHA| 27| W20l FIZoll 22 HIO|EEE2 S8l oa_lengthE HIZAMOE SHxA|Z &= JUELICL
F|ofet == X|E2 DATA/DESTROY 20| M, f=3t HES 71T ¥ S2X7EMIC AF O|Fof|
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https://cgit.freebsd.org/src/commit/?id=1b00fdc1f3cd
https://www.freebsd.org/security/advisories/FreeBSD-SA-26:08.rpcsec_gss.asc
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OpenBSD: NULL Pointer Dereference via Crafted SACK Option

Severity: High (8.7)

Vulnerability class: NULL pointer dereference (remote denial of service)
Location: tcp_input.c:2567:2586 in function tcp_sack_option
CVE: CVE-2026-4747

Mythos showcase match: Yes

Disclosure status: Patched (patch)

Xint Code= OpenBSD2| TCP SACK &4 X2| 2X|0f| A NULL ZQIE HEXE 0|5 A/HY
tcp_sack_option &40 scoreboard 2|AEQ| 8= (head)dlA Z(hole)S 2f
cur?! &=olM= pet cur0] B cur->next2 AFELICE 0/230] OFX|8f Z0|UCHH p= NULLO]
EILICH W8 while REJt ERE §, == SEQ_LT(tp->rcv_lastsack, sack.start)Z
2RIt FO|H p->nextS FE=XS=0, Ol p == NULL O] ElL|CH

=
MU
[

E2[H HALIE2 Z==(modular) 32H|E A2 A #H= H|WO| H|0|& -« (non-transitivity)2
otgetL|Ct. (SEQ_LTE ((int) ((a)-(b)) < 0)22 HoJE) th_ack == snd_unal &2
sack.start >= th_ack ZA7} 22| E|0f, 3AX}IIL sack. startE Y29 32H|E gto =
Mt 4 A ELICh 2AXt sack.start » sack.end - 2731 + 12 FEMH XEfE
20| BE 2 AMAHEELCH"O|H"C 2 HO MK|E REdt= SAI0, rcv_lastsackECh= "0|1F"2

b Y \ O] GEEMNMA| LOZLICE 0= F AFA HSO| 72|(span)Zt 24315 Zapeh of Hw Hote] oy
(transitivity)O| THX|= EE 2l LT,

Oli= AnthropicO| "& S t& s}

MH[A HE(DoS) FAH"'Q2 Zzet At SUst FfH 22
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https://ftp.openbsd.org/pub/OpenBSD/patches/7.8/common/025_sack.patch.sig
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Firecracker: Unchecked Queue Size Write Enables Out-of-Bounds Access

Severity: Critical (9.3)

Vulnerability class: Out-of-bounds write

Location: src/vmm/src/devices/virtio/transport/pci/common_config.rs
in function write_common_config_word

CVE: CVE-2026-5747

Mythos showcase match: Probable (see note below)

Disclosure status: Patched (commit)

Advisory: AWS Security Bulletin 2026-015

Xint Codes= Firecracker?| virtio PCl F4 #|Z (transport layer)ol A OOB Write 0|#4E AlgE3i&L|Ct,
PCI M& AEE AAE(guest)Zt 77t 0[0] £7|2H=| 10 raw ZRIE{S0| FHA|El O|R0|E . size
SO HOE 4= U2 S EYLICE Queue: :initialize ()= 7 20|0tRE HB8t1D desc_
table_ptr, avail_ring_ptr, used_ring_ptr2 HAISIX|ZE O|= PCI BAR 7|7t
write_common_config_word ()0l EE50] £7|2HE CHA| &SHX| @1 . sizeE &A™ HO{E
&= UGLICE o|29| 7 HH2 IHAE ZOHE FEZSIHM M2 IFE self.sizeE ZA 2 2T M0
AMESHA E0], avail_ring_used_event_get, used_ring_avail_event_set, pop_
unchecked, write_used_element S HAZ0A OOB HIZ2| HZ2O0| LABtL|CT,

Attribution note: Mythos 821 XA ELE Firecracker 20| st 7|=X ClHYS HoHE 20t
ZIKRHSLICE Xint Code2| S AnthropicO| 2743t CVE(CVE-2026-5747)2 SYst 2102
HEEIRD, 22 HBICE IHX|EASLICE M2t St 71X MY 7Hs40] 0§ =Lt THete|X| ot
AnthropicO| &t8%t 7|& MHg J7HoHA| Qe of 22 20 249 2™ AX| 6EE T

— C
SfelLch.
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https://github.com/firecracker-microvm/firecracker/commit/3872d97e6f52a40c3ada435365b3ea41fe2f2ce4
https://aws.amazon.com/security/security-bulletins/2026-015-aws/
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FFmpeg: Slice Number Collides with OXFFFF Sentinel

Severity: Critical (9.2)

Vulnerability class: Numeric and type logic errors (CWE-125, CWE-787, CWE-197)
Location: libavcodec/h264_slice.c:1982:1984 in function h264_s1lice_1init
CVSS: CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UIL:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N
Mythos showcase match: Yes

Disclosure status: Patched (commit)

Xint Code= FFmpeg2| H.264 C|ZC0f| A sentinel Z&(sentinel collision) 0|75 AlHRHELICH 32
HIE slice 7}2E{7t s1->slice_numol| &2=[1 &%t XeHcapping) 810| 16HIE slice_table
ofl MZHEILICE s1->sTice_numO| 655350] E&otH MZEHE ZH2 QR oHK| YUAHLE X7|SHE|X| g2
I3 2EZ(macroblock)S EAISH= sentinel 2f OxFFFFRE LEE|X| QA| EILICE “fast deblocking”
BE(sl->deblocking_filter == 2) 020 M= neighbore| R=dE sentinel T s1-
>slice_numof| CHH ZAFELICE O] IR0 & slice numberZt OxFFFFQI 22 AT L= 2t A0
A=DiZI2E2 50| K&t neighborz 2QIE/LICt.

O|2 eIl o] 22| XM (memory safety) ?[8t0] HMBLICE xchg_mb_borderOM& s1-
>mb_x == 09 A=A top_border_mlg AlbLHe mif sentinel Z=1F =0, XCHG BI227}

top_borders HIH SO 2 Q0B M 7|E 2O Z & UELICL fill_filter_caches_inter0Xes

22 BE RN AT ZAOIME top_typeO| 00| OF:l HEHZ RXIE(0], mb2b_xy7t S QIHAR
15| A| LIk

s

ot
%

E2|H =L slice threadin V_CODEC_FLAG2_FAST 221 A&, J2|1 o Zaj|lof &[4

ng A%t A
65,5357H O|&9] sliceE SIBE 4= Q= 3719 picture(0fl: 4096x4096 A9 65536 A Z=F)
7t @FELICEH SAXZE M0SHe H.264 HIEAERE C|AEH| & HIHoi| CHet OOB 47|12t 2t OOB
H7IE fEY = U, HIZ2| HEN E= J2HAIE XefL|Ch Letmel M Stof|l A Zdlg == e 7+
Aztst o4& O|C|0f YEHES B3 o] = MM (arbitrary code execution)ILIC,

Ol= Anthropic0| “2010'H 2|HEZ 0| 2E H{X{et 2|F0{7t X 16 &

13


https://github.com/FFmpeg/FFmpeg/commit/39e1969303a0b9ec5fb5f5eb643bf7a5b69c0a89
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Mythos?t &t | T2l g g0, Xint Code= Anthropic®| 70 L0l ZEE|X| IRAH 12712 =7}

|_

b 2rA 0] CHe SHA-3 SHA| {BIHE (hash commitment)= Of2f 29F H|0|S 3l Al

olotr

il
©

Anthropic®| 371 LiH0j| ZetE|X] g2 S
ICH|O|A LY F|2H

o

Z

> OpenBSD: Xint Code= AnthropicO| 5713t SACK Ol++ @[ol, sys/netinet/ UWES
=

AEHOIM B H EB[A 7hst 59| 7t FAES AEYSLICL 3U2 High(DoS 27, 2f= s} 2t

[ B

= 1
FofE 12), 2142 Medium(BE =& 17, DoS 121) S50|H, 25 oixf #H M 2 371 =X

(Responsible Disclosure) ZI3 ZQIL|C}.

> FFmpeg: Xint Code= AnthropicO| 3713t sentinel & 2|0, FFmpeg 24| 2t0|E2{2(0f|A 7
19| It F|okd 2 AlEHSLICE 6712 High S=(00B Read 474, OOB Read/Write 174, OOB

o= =2

Write 171), 1242 Medium S&(Uninitialized Read)LICH 25 HE = S7H tH7| AE{RIL|CE

LU X| QhRASLIT.

> Firecracker: virtio PCI T£ Q0B 27| 2|0f| High FE&= Critical S&

LU X| QhRASLIT.

A 70]| ®AI=|0f
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MYTHOS XINT

CODEBASE VULNERABILITY CLASS SEVERITY SHOWCASE FOUND DISCLOSURE
FreeBSD Stack overflow via Stack buffer Critical (9.3) Yes Yes Patched
oversized RPC cred length overflow
OpenBSD NULL pointer deref via NULL pointer High (8.7) Yes Yes Patched
crafted SACK option dereference
Firecracker Unchecked queue size Out-of-bounds  Critical (9.3) Probable Yes Patched
write enables OOB access write
FFmpeg Slice number collides Numeric/type Critical (9.2) Yes Yes Patched
with OXFFFF sentinel logic error
OpenBSD Additional finding 1 DoS High No Yes Reported
OpenBSD Additional finding 2 DoS High No Yes Reported
OpenBSD Additional finding 3 Cryptography High No Yes Reported
OpenBSD Additional finding 4 Infoleak Medium No Yes Reported
OpenBSD Additional finding 5 DoS Medium No Yes Reported
FFmpeg Additional finding 6 Memory Safety  High (8.7) No Yes Pending
(OOB Read)
FFmpeg Additional finding 7 Memory Safety  High (8.7) No Yes Pending
(OOB Read)
FFmpeg Additional finding 8 Memory Safety  High (8.7) No Yes Pending
(OOB R/W)
FFmpeg Additional finding 9 Memory Safety  High (8.7) No Yes Pending
(OOB Write)
FFmpeg Additional finding 10 Resource Medium (6.9) No Yes Pending
Lifecycle (Uninit
Read)
FFmpeg Additional finding 11 Memory Safety  High (8.3) No Yes Pending
(OOB Read)
FFmpeg Additional finding 12 Memory Safety  High (8.2) No Yes Pending

(OOB Read)
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S FA| AAE L SHLRe| 7H
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L
n

MythosE 0ot AR0lIM RE HZto| TR £k
Mythos At0|9] M5 Zit= ZO|E&LICH J2iLt
Opus 4.62 Anthropice| AFHEEE AHE3SI0], Mythos O|H0f| & 0|0

#oHS EXIS b YBLICE AHBE

CUAZEQ T FY StLg Ot Opus 4.6t
202 0|Lt Al A (trajectory, FM) T S2BfLICH
QEAA ATEL|0{0 M 50071 O 42| MIZH|0|

£ JOiRHD, ZorTl 2 BY M5 eLICE 0| TES YORE AE HelLIC,
2| IEES 941, M0 S22 RRokn, YABSY TH5T EUS A S2S A4 TS LiZ HYULIC

2 99| Xint Code A1t EEot 0| Mg HBHEISIL|CE o|E S0 FFmpeg sentinel =2 Claude Opus 4.6zt GPT 5.4
£ 25 A5 HARRUD, CHE AZH2 SUTH IH0| 2ol 2[0j|M CHE RE M-S ARZRHSLIC

ojo|=2}olo| EFX|(detection), ZZS(validation), Z2i(output) tHAl=
Op7|EIX = o 2 BEaH= £2X (model-agnostic)IL|C}.
&, O|C|E =X, o{HH| ZSEX|, ZIE ofEA xR =

—_—

2t EYOIN S22 $3ots TH20(0lM DY SYHOS ATI0] ZFFLICE

2elo| JiMe|H oo matelo| Zut: A JHMEIL|C M2 BHo| ZEA|E|H, Xint Code= 2| 714 glo] 0|2
S

HQIEIO| ZHDE HMEHN HAER "5 o ROt 27Tt OFELICH HEE "AHAIS| A|ARIO| A2 SEe B
Mg g4 4 AT dL|ct tHY REo| APIE SHOE RXE I EERE, CHS MIcH ER0| ZA|E mlf BHEA| CHA
TS 1K= 30| RELICE Xint Codes MUtTHE A =0 QJUSLICH AT REO| JHMEloff mhaf RFAAZH| X<
LS, 122 XFAS9| LM (configuration)S HHRX| 1= T SEHS Ooi2 3! 4= UELICH AnthropicO| 291%t
SHe} 20| Mythosg2 S2F0| HE ZAI(GA, General Availability)2 ), Xint Code IS SA| 1 &f|E12 &A| ElL|Ct
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ANAEO] 2 XIS LT

Anthropic?| 2= % 2
2} EHAIE Xint Codel| TS 7|01 0B 2, "XIZ 2 (productization)”7t R0l 2|0|SH= HEZF E2HSHE LICH
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=USL IEf Xint Code°| °.i|E|S nzo| 72|17 | =
EtZIE X|S(targeting intelligence)2 XZ0l| LHEE[0] UM, 2FXI2| ETtof 2| &SHK| F& LI CE

Anthropic2 8 Adl'd FH2tE AAYSLICE: LT O0IHE 11, 34 BH 7tsd == It W, =20 HE
Ol0IME =&, Xint Code= Bt 1 OIS WREHO = K2[gfL|C. 70| AZHS AIZISHH, AITIO|

Folioll U=l eX| 2 2L

Anthropic2 F{tE & 0|0l 2= EHS ABSH| fI8H TE E2|OHK|
HEXSS A% 18AELICE 0|S2| HO|E = Q12 HEAS0| -9

Y= GItet 89%0IM Fets| dXMSS E01§'-| Ct. Xint Code®

(=l |
H=

Anthropic®| AHEE2 PoC A E 23] 2!
22| E|AUELICE Xint Codel] MEE2 MZIE H = .:.*(integration)g

oot pRShEl 2A AFEH(structured findings) & LICH Anthropic EI'ZE'OI OHSOH M= AGES| QIAMEQILICE Xint
CodeQ| 7|0 O] £Z2| HHE O HOIEIO|E X|Z Y& 7|& /2 EE QoM ZA| =X| 7tstt X2 ALY == U
o= HULICH
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4B HEO|E1'— 2IMX] E'01|71| Heroh YA0|UAS LI Hl2, AMEZLE0| = AH[UO|M, SIAZE 7| & 2t2|sh= 2ZE
otelH, RES S 2E ZRAATE AN HE +E2 2 FoiE(0] RLO{OF LTt
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AE F= AARE

Mythos Previews Project Glasswings S3f CHEf 4074 ZX0f| M3 &0 QJLOH, Ao 19 =] #22] AHE Z2|R0]
SIEERIEIL|CF, AN ZXI0ll= Amazon, Apple, Microsoft, GoogleS H| Rl 7|Ef SHAl ol 2} LHAMS 0| TEHEIL|CE,
0|0 Glasswing2 2t=235t XHIIL|C}

JRLF O 9 AEE Ui
WO AlZEL IEP Zat

H

= 2 AXILIE ElOAH], MythosZt J|7|gt B2 GlasswingO| Mladts FZ2HELD
g 2l LIS 912 2E CISO= O[H| O A| ofsHst US ZHYULICE Al "XEALS)

2| O™ O 0|ME, ATER 09 £E0f AHUZ FOp 2 QUCH= A
”e*?j"-lﬂf 0|I1I EI% O O|AF"AIE E Ot HIAEO| Z=QUB{OF SkL}"Zt OFELICE "0 IS &oti= 2ol 4

=
SO7H7| Toll, TN 2F MA 0 =0 YH2 FAUILICH

|

rr
>

P!
2 Wz e

b

t

AnthropicO| HA|gt E}2tel FHEX|7} o] X|FH0i|M 2|0|E ZELIC) Frontier Red
Team?| & Logan Graham Axiose}2| 2IE{HO||A{, “CIE Al HE0| RAISH
HES 710 RS EASE7|7X] 2 6~18 7HE 0| B 4= UCH D B SLICE M
Facebook Z2I0|X} #xl| Corridor 2%:2] Alex Stamos HA| 2Z$]|0|E(open-
weight) et AXE Chzf 67HEE FHAMSLICE o] F 7IX| FHK|= 22 StLte]
ZES 7I2IZLICE Woixo} 2 = U= 71219 #(window)2 A THel7} ofL|2t &

Floll 22 4 ACH= AFE RLICL

—

rn m
ot

Xint Code= HtZ 1 F0| &3]7| THo| AXIE H|R7| 2o HEHRELILE. S+
FTLEAIE Jhse THRHo|d B2 E BE

HoHY EXIE ALER 0] AHUZ HBBIL

M2 Esto|Lt 2| %] THEHY
2 QA2 AESH0, EE HIAEQ| 210|(pen-test-depth)oil SH=
Ct. o =3tel mo|Za2tel2 0|0| Anthropic 2|AX| 20| EHEH St
Zofl E23t7| QUh, 407H2| Glasswing =& & oLVt & T iU Tt
LRt Z2 1 9S S| b2 M8 4 U BHE(shippable) ®EILICH.
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#|2FH M5 (Responsible Disclosure)

Theori= O'H A0 A LAHTH ZE EOF 0| CHoY F H HIE(Respon&ble Disclosure) HXtE X G| ot
ZALICH M3|o TZM|AE= AnthropicO| Project GlasswingS 2foH &t &lst 2a|E A& &4t QUOH, 902 7|2
370 RO 7|7k ST IHK|E f{et 46 AHE V(7S EO*%*L\H.

2 AP THRAT 4712] Mythos CHE F|fX0f cHal|, 2F 2t2|XHmaintainer)7t THX| S 2 2|A S MEHRILICE

> FreeBSD (CVE-2026-4747): Patched. Advisory: FreeBSD-SA-26:08.rpcsec_gss.

> OpenBSD (SACK): Patched. Patch: 025_sack.patch.

> Firecracker (CVE-2026-5747): Patched. Advisory: AWS Security Bulletin 2026-015.
> FFmpeg (Sentinel Collision): Patched. Commit.

OpenBSD WEYZ 2B FFmpeg 2| 2to|E2{2|0f| A EXIE 12712] =7+ FFFol| Csi A=, 2t f X2 | toflA|
2|ZEJ M ZEE|0f 3ixi 24 27H(active disclosure) AL T FQLICE Of2h= FA| #{bX 2|XZEQ % ClEf o]
LSt SHA-3 BliA| HEIHEQIL|CE siE HUIHE = AnthropicO| AFAFQ| Frontier Red Team 70|l M &H2ist 232
2H, |7t S7HE = 2 2ttt 7|z Cle|Y 3 MHol =718 ol g JLct.

=

OpenBSD (5 findings, reported)

FINDING CLASS SEVERITY SHA-3 COMMITMENT

OpenBSD DoS High acbe5b1597cd95cc90c0leda243cO7c2e-

additional 1 9918fa89f976668ef338671ee706d98af4d53089d-
278e2315f2d6849edbcl7c

OpenBSD DoS High a8a7lecl2b7d225f29914d7ecf658fd6de3033ecae-

additional 2 ab89f6777d111fd759bcc80061b1533fd593c74e-
70d372642a59989

OpenBSD Cryptography High 58a489b3bc3129b8ecfe7bc441674dc2a2d2caa28c-

additional 3 c3b7d3fe4074f0d404f47129fe8dad3a6921250567c-
3be53e4620e

OpenBSD Infoleak Medium  4cfl6e3aae8af4ee7602b2f6f8ff19b83637f-

additional 4 6c7el4b5e62e63aa9ed0cd985352d23fad250b-

d4289eff52ff575103d5d

OpenBSD DoS Medium  ©03c85324f9ef99e48b6d4ecce92f41091d439c-
additional 5 7327clfeaeb8170fb7ccf387c08a355731b-
277202c4eaaad4937ec7ar7a



https://www.freebsd.org/security/advisories/FreeBSD-SA-26:08.rpcsec_gss.asc
https://ftp.openbsd.org/pub/OpenBSD/patches/7.8/common/025_sack.patch.sig
https://aws.amazon.com/security/security-bulletins/2026-015-aws/
https://github.com/FFmpeg/FFmpeg/commit/39e1969303a0b9ec5fb5f5eb643bf7a5b69c0a89

You Don't Need Mythos. You Need a System

FFmpeg (7 findings, pending disclosure)

FINDING CLASS SEVERITY SHA-3 COMMITMENT

FFmpeg Memory High (8.7) 686737b19899b7ec4c0a8a981b-
additional 1 Safet 786cd849bf7f68df16977fb642885f0e-
y 83811077413f865124304ael170f5f71621aec7
(OOB Read)

FFmpeg Memory High (8.7) 7f367f527d50ae0d878dae78a428f2e560d-
additional 2 Safety 053ca2ba@f4ff5346e354fadda7d722faa-
f1226acf744f2df83ff107a0764
(OOB Read)

FFmpeg Memory High (8.7) 999e36be754c60cfa49f485ccf314f2233c4b59f-
additional 3 Safet f8ae0b8330906245187b468ecsle-
y 5c143496338aeb202c27b8d73a
(OOB R/W)

FFmpeg Memory H|gh (87) fO577878052bc59f907ae0®9b5f8f3d-
additional 4 Safet fllced4f592318f933f5f6ead®321c—
y 8029c185a3212181fe8bca97360553f90ba73

(OOB Write)
FFmpeg Resource Medium bc43be8a5f8a42934c0780516e4d51711a3284b-
additional 5 Lifecvcle (6.9) 130cffebd911772f56a15304d85fa613af-

y ’ 5d054e2b95b1147934b6a3d

(Uninit Read)
FFmpeg Memory H|gh f3all816e33a64048ffb3e69e279525a314a-
additional 6 Safety (8.3) f99aec22d478fd47206c57be52c0a9c3bfdc-

’ 370082049d382866aea38397

(OOB Read)

FFmpeg Memory |—||gh 6b3c46581c5d3d98abc65f5acab37bc-
- 8b693429a0da80396b74f60fdd278e0ca60c442b-

additional 7 Safety (8.2) 6020493c07f2d67d14f25ca37

(OOB Read)

= 0N HAE 2E O|f+= Xint Code®| BE A7l Tfo|Z2tRIC 2 BIA|E ARYLICE +5 24 S Soll 2z F
sl 2tz X T GlELITE MM 40| J|sE SHES FEE2 2 WMo E0E RE ©A 2o
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7| LIt X3 E = Exploit) ¥, 22|17 £ M
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Ciote = MAIE £ XRo| 2t XY Al 7|8t
E70l SAST(Static Application Security
| 7ts A7 ZEeh HA| F S SordLC).

2l 24 S 7|ES| VY Y2 S =0l STt
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—_ o
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